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Abstract
The task of covert intelligence agents is to detect and interdict terror plots.
Kaplan (2010) treats terror plots as customers and intelligence agents as servers in
a queuing model. We extend Kaplan’s insight to a dynamic model that analyzes
the inter-temporal trade-off between damage caused by terror attacks and prevention costs to address the question of how many agents to optimally assign to such
counter-terror measures. We compare scenarios which differ with respect to the extent of the initial terror threat and study the qualitative robustness of the optimal
solution. We show that in general, the optimal number of agents is not simply proportional to the number of undetected plots. We also show that while it is sensible
to deploy many agents when terrorists are moderately efficient in their ability to
mount attacks, relatively few agents should be deployed if terrorists are inefficient
(giving agents many opportunities for detection), or if terrorists are highly efficient
(in which case agents become relatively ineffective). Furthermore, we analyze the
implications of a policy that constraints the number of successful terror attacks to
never increase. We find that the inclusion of a constraint preventing one of the state
variables to grow leads to a continuum of steady states, some which are much more
costly to society than the more forward-looking optimal policy that temporarily
allows the number of terror attacks to increase.
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Introduction

Since the terror attacks of September 11, 2001, a growing literature has emerged on the
efficient design of counterterror polices. Using the terrorists’ resources as state variable,
Keohane and Zeckhauser (2003) studied the conditions under which a terrorist organization might be eradicated. Dealing with the question of how to optimally prosecute
terrorists, Caulkins et al. (2008) compare what they call ’fire’ and ’water strategies’.
Further studies on the eradication of terrorists have been given by Kress and Szechtman
(2009); Caulkins et al. (2009), Kaplan et al. (2010). More recently game-theoretic aspects have been considered by Behrens et al. (2007); Zhuang and Bier (2007); Feichtinger
and Novak (2008); Zhuang et al. (2010); Crettez and Hayek (2014); see also Grass et al.
(2008).
A weakness of most of these papers is the assumption that the government can observe the terrorists’ state variable’s value; that is, the model’s solution procedures tacitly
assume that government knows the size and strength of the terrorists. However, terrorists
are not like conventional armies that can be observed with satellites or other forms of
reconnaissance. They challenge authorities in no small part because they operate in small
cells that are difficult to detect.
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Kaplan (2010) provides a way around this problem. He introduced a new approach to
estimate the numbers of terror threats in a given area that have not yet been detected.
Then adding the number that have already been detected, which of course is known to
the authorities, gives the size of the terrorists’ state variable.
Kaplan’s innovation was interpreting terror plots as customers and intelligence agents
as servers in a queuing model to predict the rate at which such threats can be detected
and interdicted. New terror plots (or cases) arrive with a Poisson process, are detected
by intelligence agents and enter “service” – meaning the intelligence agents infiltrate
and destroy the plot, thereby removing it from the queue. Sometimes terror plots evade
detection and complete a terror attack. In terms of a queuing model this is comparable
to customers who renege from the queue before being served. The queuing analogy is,
however, not exact. Unlike customers in conventional queues, terror plots are not visible
upon arrival, but must be discovered before service, i.e. counter measures, can begin.
Thus, waiting customers (i.e. undetected plots) and available agents may coexist.
Kaplan (2010) developed a Markovian queuing model for the detection and interdiction of randomly arriving terror plots. The birth-and-death process approach well-known
in queuing theory (see, e.g., Hillier and Lieberman 2001) gives rise to balance equations
for the state probabilities of a two-dimensional Markovian queuing process. While this
equilibrium analysis is restricted to the steady state, the transient case is covered by
a deterministic fluid approximation (see, e.g., Newell 1971) that results in a system of
two non-linear, ordinary differential equations. The key term describes the rate at which
unknown plots are detected and become known.
Originally, the terror queue ansatz was purely descriptive. The aim was to understand
the infiltration and interdiction of ongoing terror plots by intelligence agents. In a followup papers, however, Kaplan (2013, 2015) started to include optimization with respect to
staffing.1 In particular, he calculated the number of agents that maximizes the benefitsminus-costs of preventing attacks. Moreover, by presuming that terrorists are smart and
will infer the staffing level of counter terrorism agencies by observing the fraction of
attacks interdicted, Kaplan (2013, 2015) even investigates a simple terror queue staffing
game.
Some might find it odd to balance the heroic benefits of saving lives by preventing
murderous terrorist attacks with grubby considerations of the costs of control efforts.
Such a seemingly cold-hearted calculus can be defended on at least two grounds. First,
there are many domains of public policy that balance saving lives against dollars, implicitly if not explicitly, even in such mundane areas as deciding how much to spend on
highway improvements that prevent fatal traffic crashes. Second, zealous terror control
could require many counterterror agents and their attendant costs, not to mention the
accompanying inconvenience, intrusion and loss of privacy such control might entail.
Kaplan’s cost-benefit analysis was static and restricted to the long-run steady case.
Although such an equilibrium analysis provides important insights, a more complete
analysis has to consider the intertemporal structure of the terror plots, their detection
and interdiction.
The present paper addresses these dynamic aspects by applying optimal control theory. The tool we will use to study the intertemporal staffing problem is Pontryagin’s
maximum principle. It provides a useful method for understanding the qualitative behavior of the system. Such an approach is particularly useful when, as here, reliable data
1

Operations researchers have long studied staffing and manpower planning problems, see Bartholomew
(1973).
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are scarce, thwarting more empirical or statistical approaches.2
We show that the optimal strategy for the government depends on both the number
of known and unknown terror plots; as those state variables change dynamically over
time, so too should the government strategy evolve. Some results are predictable. When
the damage caused by terror is not particularly large, it is optimal from a monetary
perspective to accept certain casualties rather than to inefficiently search for further
terror plots. Likewise, when there are many terror plots, the government should do much
to prevent their success. And the division of agents between the two complementary tasks
of detection and interdiction depends on how efficiently these agents act in these different
roles. Other results could not be anticipated so easily a priori. For example we see that
if terrorists are more successful, the government may reduce not increase the long-run
number of intelligence agents. Furthermore we study the impact of the interdiction rate
on the optimal long run solution and find that if detection agents are less efficient, more
of them are required to successfully prevent terror attacks. We also see that the long-run
number of terror plots increases when terrorists are more active in the sense that the
inflow to known terror plots is higher.
A strategy that involves – even temporarily – an increase in the number of terror
attacks over time might not be acceptable politically, even if it were the optimal way to
reduce the total number of attacks over time. Thus, we compare the base case outcome
to a scenario in which the decision maker insists that the number of terror plots does not
ever rise. This is interesting also from a methodological point of view. Such a constraint
means that one of the state equations must always be non-positive. As a result, we can
find a manifold of steady states in an area of the state space where otherwise the number
of unknown terror plots would increase if this constraint is not taken into account. We
find that it can be costly to impose such a constraint, particularly when the initial number
of unknown terror plots is low, because it is rather difficult to detect them then. When
there is an intermediate initial number of unknown terror plots, imposing the constraint
lowers the incentive of a decision maker to put effort into terror detection. While it
certainly would be beneficial to temporarily lower the number of attacks, keeping them
low would require more agents than would keeping terror plots at an intermediate level.
The paper is structured as follows. Section 2 explains the model in detail. In Section
3 we derive the necessary conditions for optimality for the basic model, and study the
numerical results with respect to their robustness. Section 4 analyzes the implications of
a constraint that the number of terror attacks must never increase. Section 5 concludes.
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The Model

The model is a two-state diffusion model, compare e.g. Rogers (2003), that describes the
dynamics of the number of undetected, X(t), and detected terror plots, Y (t), respectively.
The control variable, f (t), denotes the number of undercover intelligence agents deployed
by the government to detect and infiltrate terror plots. (In the sequel we omit the time
argument t unless necessary.) The agents, f , are divided between interdictors (of whom
there are Y , one for each detected plot) and detectors (everyone else, namely f − Y ).
Interdiction in this model is thus 1-to-1; as in a queuing model, for every customer in
2

Note that this situation may be compared with those in another field of “deviant behavior”, i.e. in
the dynamics and control of illicit drug consumption. Tragler et al. (2001) and Behrens et al. (2000) are
good examples for the usefulness of optimal control methods in the “economics of crime” (more general
economics of deviant behavior).
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service, there is a busy server. Based on Kaplan (2010) the system dynamics are given
by
Ẋ = α − µX − δ(f − Y )X,
Ẏ = δ(f − Y )X − ρY,

(1)
(2)

where α is the arrival rate of new terror plots. The rate at which undetected terror plots
lead to successful terror attacks is denoted by µ. Parameter δ governs the efficiency of
intelligence agents with respect to successful plot detection and ρ is the interdiction rate.
These two parameters, i.e. δ and ρ, can be thought of as being technology-dependent
and thus not controllable, so it is not possible in a simple manner to have them change
continuously over time. For example, increasing δ might come about from having better
code-breaking algorithms that catch more communications, or better surveillance technologies. Those rates do not share the same flexibility as staffing, and it is also not always
obvious how a new technology translates into actual detection/interdiction, so we assume
them to be fixed. We have to take the control constraint
f ≥ Y ≥ 0,

(3)

into consideration so that the flow from X to Y is non-negative. This effectively means
that agents are not allowed to drop or ignore a plot that they already know about.
The optimization criterion is to minimize the discounted stream of damages created
by successful terror attacks plus the costs of counterterror efforts. The objective is
ˆ ∞
h
cf i
(4)
e−rt cµX + f 2 dt,
V = min
f
2
0
where c denotes the monetary damage of a successful terror plot and cf scales the
quadratic costs of staffing.
Detected plots rarely manage to execute successful attacks both because the terror
interdiction rate ρ is so large that detection usually leads to capture fairly quickly and
because the undercover agents may literally “take control” of the plots – by infiltrating
and becoming part of the plots. Thus, we assume that successful terror attacks only
result from unknown terror plots. Accordingly, the number of busy agents Y only enters
the objective function indirectly via the optimal total number of agents f .

3

Results

We first analytically derive the necessary optimality conditions and then use numerical
methods to find the optimal solution for different initial state values and to study the
impact of parameter changes on the solution.

3.1

Analytical Results

The Hamiltonian is
H = cµX +

cf 2
f + λ1 (α − µX − δ(f − Y )X) + λ2 (δ(f − Y )X − ρY ) ,
2
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where λi , i = 1, 2 are the costate variables measuring the marginal costs of the state
variables X and Y , respectively. We expect λi ≥ 0 as terror plots are harmful, and show
below that this is indeed the case. The Lagrangian is
L = H + ω (f − Y ) ,
where ω denotes the Lagrange multiplier associated with constraint (3). Applying Pontryagin’s Maximum Principle (see, e.g., Grass et al. 2008) we find
Lf = cf f + (λ2 − λ1 ) δX + ω = 0.

⇒

f=

(λ1 − λ2 ) δX − ω
.
cf

(5)

Note that in the interior of the admissible region (i.e. f ≥ Y and ω = 0 ), the above
condition can also be written as cf f = (λ1 − λ2 ) δX. This means that marginal cost of
adding the f th agent equals the marginal benefit of detecting plots due to adding the
f th agent, where the marginal benefit is the detection rate added by the last agent times
the benefit of shifting plots from undetected to detected status.
The optimal control is non-negative if λ1 ≥ λ2 , i.e. when known terror plots are
preferable to unknown terror plots. The Legendre-Clebsch condition is fulfilled as Lf f =
cf > 0. The complementary slackness condition ω (f − Y ) = 0 has to hold. If the
constraint f ≥ Y is binding, the Lagrange multiplier is
ω = −cf Y − (λ2 − λ1 ) δX.
Furthermore, it must be that ω ≤ 0.
The costate equations are
λ̇1 = (r + µ) λ1 + (λ1 − λ2 ) δ(f − Y ) − cµ,
λ̇2 = (r + ρ) λ2 − (λ1 − λ2 ) δX + ω.

(6)
(7)

In a steady state (X̂, Ŷ , λ̂1 , λ̂2 , fˆ, ω̂) it must hold that
α = µX̂ + ρŶ ,
which means that the rate at which new terror plots arrive equals the attack rate plus
the interdiction rate. This implies that the steady state number of detected terror plots
increases with the arrival rate of terror plots, and decreases with the number of successful
terror attacks. Furthermore, for an interior control λ1 ≥ λ2 . Considering (7), this implies
that in this case the steady state value of λ2 , and consequently that of λ1 , is positive.
If the constraint is active, i.e. f = Y , there is one steady state at
X̂ =

α
cµ
αcδ
, Ŷ = 0, λ̂1 =
, λ̂2 = 0, fˆ = 0, ω̂ =
.
µ
r+µ
r+µ

Due to the positivity of the parameters, the Lagrange multiplier ω̂ is always positive. As
such this steady state can never be admissible, meaning that due to the harmfulness of
terror attacks it is always better to make some terror detection and interdiction efforts
as opposed to doing absolutely nothing.
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3.2

Numerical Results

Since most of our results cannot be derived analytically, we resort to numerical calculations. We require values for seven parameters: α (the terror plot arrival rate), µ (the
plot completion rate), ρ (the interdiction rate for detected plots), δ (the detection rate
for undetected plots), c (the cost of a successful terror attack), cf (the constant scaling
of the quadratic costs of counterterror agents), and r (the social discount rate).
Beginning with α, the Global Terrorism Database (GTD) reports values for the number of terror attacks around the world in addition to deaths and injuries (National Consortium for the Study of Terrorism and Responses to Terrorism (START) 2013). Between
2002-2011, this database reports a total of 80 terror attacks in the United States, or 8
per year. However, these figures ignore plots that were detected and interdicted. Kaplan
(2012) reports that 28 of 35 Jihadi plots in the United States were detected between
September 11, 2001 and June 30, 2011, while Strom et al. (2010) estimated that 80% of
terror plots in the United States occurring between 1999-2009 were detected and stopped
prior to attack. This suggests that observed attacks represent only 20% of new plots,
thus we set α to 8/0.2 = 40 newly arriving plots per year.
Following Kaplan (2010), the parameters µ and ρ are assigned the values 1/yr and
4/yr respectively. These values imply that the average time from the inception of a plot
until a terror attack equals one year (and in steady state the annual number of successful
attacks will equal the number of undetected terror plots X̂), while the average time to
interdict detected plots equals 3 months.
Kaplan (2015) notes that there are about 2,000 FBI special agents devoted to counterterrorism, and shows that this staffing level is consistent with 80% plot detection if
the ratio δ/µ approximately equals 0.002. Having set µ = 1 above, we assign δ = 0.002
to be consistent.
To estimate the cost of a terror attack, Kaplan (2015) uses the GTD’s reported numbers of deaths and injuries from terror attacks in Europe and in Israel between 2002-2011
to arrive at an estimated 5.6 statistical deaths per successful terror attack. The US Department of Homeland Security (Appelbaum 2011), based on earlier work by Viscusi and
Aldy (2003), values lives at about $10 million, so for round numbers, we set the cost of
a terror attack to $50 million; note that this is restricted to human casualties and does
not consider property or other infrastructure costs and is thus quite conservative.
To estimate cf , FBI special agents are paid between $60,000 to $70,000 per year.3
Accounting for benefits and other expenses as well as the fact that embedded agents are
supported by headquarters or field office staff, we increase the average cost per agent to
$150,000. With quadratic staffing costs and presuming 2,000 agents, an average cost of
$150,000 per agent results when cf = 150.
Finally, we set the social discount rate r = 0.04, though later we will show that our
results are robust to the specific discount rate assumed. To summarize, the parameter
values we employ in our numerical examples are:
α = 40,

µ = 1,

ρ = 4,

δ = 0.002,

c = 50 000 000,

cf = 150,

r = 0.04.

For the numerical calculations we use the Matlab toolbox OCMat4 , see Grass et al.
(2008) for a detailed description of the underlying numerical methods.
3
4

https://www.fbijobs.gov/113.asp, accessed August 14, 2014.
Available at http://orcos.tuwien.ac.at/research/ocmat software/ , accessed August 21, 2014
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Figure 1: Phase portrait showing the steady state and four exemplary solution paths
approaching it.

With these parameter values, there is one steady state, which is a saddle point, at
X̂ = 9.73, Ŷ = 7.56, λ̂1 = 12 094 015.92, λ̂2 = 58 000.91, fˆ = 1 562.16, ω̂ = 0 as can be
seen in the phase portrait in Figure 1. The costate variables are positive, meaning that
an additional terror plot – known or unknown – is harmful. Obviously, unknown terror
plots are harmful as some will succeed and cause damage. Known terror plots require
agents’ attention and, thus, make detection of new terror plots more costly. However, it
makes sense that the steady state value of the first costate is larger than of the second,
meaning unknown terror plots are more harmful than known terror plots.
Let us now consider scenarios which differ in the initial numbers of known and unknown terror plots.
• A new terror threat: The advent of an entirely new terror threat corresponds to
the initial state values X(0) = 0 and Y (0) = 0 (solution path (a) in Figure 1). The
left panel of Figure 2 shows that initially it is not optimal to have many agents, but
as the number of (unknown) terror plots, X, increases it is optimal to significantly
increase detection efforts. The number of known terror plots Y increases slowly at
first because there are few plots to detect. However, as both X and f become larger,
so does the flow into Y . Because the inflow to X is constant, this larger outflow
leads to a lower growth of X. Thus, it is not necessary after some time to assign
more agents to detection. When X and f get closer to their steady state levels the
inflow and thus the increase of Y becomes smaller, until it reaches its steady state
level. Note that the relatively high value of the parameter ρ implies that agents
interdict known plots fairly quickly. As a result, in the long run significantly more
intelligence agents work on detecting terror plots than on interdicting them. This
can be seen in the right panel of Figure 2. It depicts the share of interdiction agents,
which is Y /f , and the share of detection agents, which is 1 − Y /f .
• A new governmental organization: When a government first moves beyond
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Figure 2: Time path for X0 = 0, Y0 = 0 (left panel) and corresponding share of detection
and interdiction agents (right panel)

general homeland security by establishing a new organization that actively seeks
to detect and infiltrate plots, this might correspond to the initial state values
X(0) = 40(= αµ ) and Y (0) = 0 (solution path (b) in Figure 1), since those are
the steady state values of the system without governmental intervention with respect to terror detection and interdiction. The scenario is depicted in the left panel
of Figure 3. Initially it is optimal to assign many agents to detect plots, consequently X, the number of unknown terror plots decreases and Y , the number of
known terror plots, increases. When X falls, it becomes optimal to assign fewer
and fewer agents to terror detection as the damage caused by unknown terror plots
decreases. Furthermore, it becomes more difficult for agents to detect terror plots
when there are not so many of them and this also lowers the incentive to do terror
detection. The decline of X also means that the inflow to Y becomes smaller, so
that after some time the number of known terror plots also starts to decrease, until
it reaches its steady state level.
• Strategical improvements: It might also occur that a governmental organization
already engaged in terror detection wants to begin optimizing its strategy. For
instance, there might initially be something of a knee-jerk response to a new terror
threat, but if it proves impossible to root out that threat entirely, society might
resign itself to finding a more balanced and sustainable strategy for the long haul.
Thus we consider what happens if the initial size of Y is high. If X is also initially
high (solution path (c) in Figure 1), it is optimal to assign many agents for terror
detection, which leads to an increase of Y . Just as in the scenario described earlier,
as X decreases it becomes optimal to do less terror detection. Due to the decrease
of X as well as of f , the inflow to Y decreases and Y falls until it reaches its steady
state value. If X is initially low (solution path (d) in Figure 1), it would be better to
withdraw some agents from their terror prevention tasks. However, we do not allow
this by assumption, and thus initially we have f = Y . As there is no flow from X
to Y then, the number of known plots decreases and the number of unknown plots
increases due to the constant inflow. After some time, X becomes so high that it is
8

f

5000

0.01

4000

0.009

3000

0.008

f

0.007

1000

0

0.5

1

1.5

2

Share of agents

2000

2.5

t
40
X

X, Y

30

0.006
0.005
0.004
0.003

20

Share of interdiction agents

0.002

10

0.001
Y

0

0

0.5

1

1.5

2

0

2.5

0

0.5

1

1.5

2

2.5

t

t

Figure 3: Time path for X0 = 40, Y0 = 0 (left panel) and corresponding share of detection
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optimal to increase f , however, the outflow from Y is still so large that the number
of terror plots decreases until it reaches its steady state value.
Note that if the initial number of unknown terror plots X is high, we can have an
overshooting of Y , i.e., at certain times the optimal solution trajectory may have the
number of known terror plots exceeding its steady state value even though the initial
state value of Y was below it. The reason for this is that when X is large, so is the flow
from X to Y . This happens at such a high rate that undercover agents are not able to
handle the terror plots quickly enough to make Y decrease. Thus, the magnitude of X
as well as the strong efforts to decrease the number of unknown terror plots imply that
at some point Y will exceed its steady state value. However, when X decreases, so does
the flow to Y . Consequently, the number of known terror plots will also decrease until it
reaches its steady state level.
Figure 4 depicts the number of agents per unknown terror plot (which due to µ = 1
equals the number of successful attacks) over time for the first two scenarios described
above. One can see that in case of a small initial number of unknown terror plots one
would use more agents per plot than if the number of plots is high. This relates on the
one hand to it being easier to detect terror plots when their number is large, and on the
other hand to a lower damage caused by terror when X is small.

3.3

Sensitivity Analysis

Since most of our results are derived numerically, it makes sense to ask how robust the
solutions are with respect to parameter changes.
In our numerical example, the rate ρ at which undercover agents eliminate terror
plots that have already been detected was rather high (ρ = 4). Figure 5 shows the phase
portrait for a lower value of ρ (ρ = 0.5). The numbers of both detected and undetected
terror plots are higher than before. However while the number of unknown terror plots
is only slightly bigger (i.e. X̂ = 9.86), the number of known terror plots is 7.98 times as
high (i.e. Ŷ = 60.28). The steady state number of agents is slightly larger than for a high
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ρ (fˆ = 1589.11). Note that f is chosen in a manner such that the steady state detection
rate does not differ much for the two different values of ρ. This explains why only Ŷ is
affected to such an extent by the parameter change. In queuing terms, when the service
time increases, there will be more customers in service (and more servers are needed).
The time path for a high initial number of unknown terror plots and no initially
known terror plots (corresponding to solution path (b) in Figure 5.) is depicted in Figure
6. While X decreases over time as in the comparable scenario described earlier (Figure 3),
that does not hold for f or Y . Due to the longer duration needed to successfully interdict
terror plots, the number of known terror plots increases until it reaches its steady state
level. Consequently, if agents are occupied with interdiction for a longer time period,
one needs more agents in order to decrease X by terror detection. Thus, first when X
decreases one can reduce the number of intelligence agents, but later on one needs to
slightly increase f again as more and more agents are occupied with interdiction. The
right panel of Figure 6 confirms that in this scenario it is optimal to assign more agents
to interdiction tasks than for a high ρ.
Note that in this case the control does not follow X over time as before. This illustrates
that if one merely adopted the strategy of relating terror control efforts to the estimated
number of unknown terror plots that would be myopic and lead to higher costs than in
this dynamic framework.
In Figure 7 one can see how the steady state values change if ρ changes. As already
explained, a lower ρ leads to a higher Ŷ as it takes a longer time to completely interdict
the plots. The steady state number of unknown terror plots decreases in ρ. Note that
the ratio of unknown terror plots to known terror plots in the steady state increases in
ρ. This is because the size of the detection rate has a stronger impact on the size of Ŷ
than on the size of X̂.
If the inflow of unknown terror plots α increases, the steady state number of both
unknown and detected terror plots rise even though the optimal level of control efforts
also increases. Note that for small α, X̂ slightly exceeds Ŷ . The number of unknown
terror plots and as such the damage caused by them is so small then that it does not pay
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off to invest much into terror detection.
Figure 8 shows the dependency of the steady state on parameter µ. A higher µ means
that undetected plots mature into successful terror attacks more quickly, so agents have
less time to detect a terror plot before it succeeds. This has two implications: On the
one side it is necessary to increase detection efforts to compensate for the higher success
rate of terror plots. On the other hand X decreases faster. Thus, it is optimal to increase
the steady state control efforts only until µ reaches a certain value. Beyond this value
terror plots are executed too fast to be handled efficiently, and thus the steady state value
of f becomes lower again. By contrast both X̂ and Ŷ are strictly decreasing in µ, as
there is a higher outflow from X and a lower inflow to Y . Due to the increased control
efforts, the decrease of X̂ is stronger than that of Ŷ . Consequently, the ratio of known
to unknown terror plots increases. However, when fˆ smaller again, X̂ does not decrease
as much anymore due to which the ratio X̂/Ŷ even starts to increase again.
Parameter δ reflects the efficiency of undercover agents with respect to detecting terror
plots. If this parameter increases, it requires less effort to detect a terror plot, thus Ŷ
increases and X̂ decreases so much that it is possible to decrease fˆ without negatively
affecting the number of known terror plots.
A change of the discounting rate r does not have much impact on the steady state,
although an increase of r, i.e. a more myopic decision maker, leads to a slightly lower fˆ
and a slightly higherX̂.
Of course costs of terror and of terror prevention also affect the steady state values.
Higher costs c caused by successful terror attacks mean that more efforts should be
devoted to combating terror. Thus the optimal number of undercover agents in the
steady state, fˆ, becomes so much higher if c increases that the steady state number of
unknown terror plots X̂ decreases and the number of detected terror plots Ŷ increases.
Increasing the costs of employing undercover agents, cf , has the opposite effect: it
becomes less efficient to assign agents to terror detection and interdiction, so fˆ decreases.
This leads to an increase of X̂ and a decrease of Ŷ .
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Figure 8: Bifurcation diagram showing how the steady state changes for different values
of µ

4

Requiring the Number of Terror Attacks to Always
Decrease

Figure 1 shows that it is not always optimal to make the number of unknown terror
plots and, consequently the number of successful attacks, decrease for every initial state
value. In some cases it was optimal to let terror attacks increase at least for a time.
This follows from the pure mathematical optimization problem. For a decision maker,
however, allowing terror attacks to increase might be infeasible politically, even if doing
so might lead to a better outcome in aggregate, summing over all time. Thus, in the
subsequent section we add a constraint that does not allow the rate of terror attacks to
grow over time. As only unknown terror plots lead to successful terror attacks in our
model this condition reads as
Ẋ ≤ 0.
(8)

4.1

Analytical Results

Rewriting condition (8) as
α − µX − δ(f − Y )X ≤ 0,
we see that if we want to prevent X from increasing, we have to choose the control in a
manner such that Ẋ = 0, which gives
α − µX + δY X
.
δX
In order to be admissible it has to hold that f ≥ Y which translates to
f=

X≤
13

α
.
µ

(9)

For X > αµ it is not possible to choose the control in a manner such that both
constraints, namely f ≥ Y and Ẋ ≤ 0, remain active at the same time (if they become
active at all in this particular area of the state space). Note, however, that the constraint
Ẋ ≤ 0 cannot be active for X > αµ , because α − µX is negative then, and since the term
δ(f − Y )X is always non-negative, the constraint is automatically fulfilled.
If the control constraint Ẋ ≤ 0 becomes active for X < αµ , the control will always be
chosen in a manner such that f ≥ Y . Therefore, both constraints cannot be active at
the same time and we refer to the derivation of the necessary optimality conditions for
the constraint f ≥ Y to the previous section. The Lagrangian is now
L = H − σ (α − µX − δ(f − Y )X) ,
and we determine for X ≤

α
µ

the Lagrange multiplier σ to be

σ=

−cf f + (λ1 − λ2 ) δX
,
δX

in case the constraint on the state equation becomes active. It has to hold that σ ≤ 0
and σ Ẋ = 0. The costate equations become
λ̇1 = (r + µ) λ1 + (λ1 − λ2 ) δ(f − Y ) − cµ − σ (µ + δ(f − Y )) ,
λ̇2 = (r + ρ) λ2 − (λ1 − λ2 ) δX + σδX.
When the constraint is active, the state equation’s value is zero, and the value of X does
not change. Let us denote by X̄ this number of unknown terror attacks which does not
change unless the Lagrange multiplier σ becomes positive, which happens if it becomes
optimal to decrease the number of unknown terror plots by detection. If the constraint is
X̄
into the state equations,
active with σ ≤ 0 inserting the optimal control f = α−µX̄+δY
δ X̄
we find
Ẋ = 0,
Ẏ = α − µX̄ − ρY.

(10)
(11)

Note that since neither state depends on the costates, the calculation of the costates is
only required for the calculation of σ, which we need to find a possible point where the
constraint becomes inactive. Since X is constant at X̄ when the constraint is active, we
can find a continuum of steady states by setting Ẏ = 0 which yields
Ŷ =

α − µX̄
.
ρ

Let us assume that the constraint becomes active at t = 0, the initial number of
unknown terror plots is X0 , and the initial number of known terror plots is given by Y0 .
Then we have X̄ = X0 and we find that
Y (t) = Y0 e−ρt +


α − µX̄
1 − e−ρt .
ρ

14

15

Y

10

5

0

0

5

10

15

X

Figure 9: Phase portrait with constraint Ẋ ≤ 0. The bold solid line depicts a continuum
of steady states, the thin lines trajectories approaching them. On the dashed parts the
constraint is active. The gray lines show the solution paths for the unconstrained case
for comparison.

We have in case of an active constraint
λ̇2 = (r + ρ) λ2 − (λ1 − λ2 ) δX + σδX = (r + ρ) λ2 − cf f.
Thus,
α − µX̄
,
Ŷ =
ρ

4.2

α − µX̄ + δ Ŷ X̄
fˆ =
,
δ X̄

cf fˆ
,
λ̂2 =
r+ρ

"
#

 c fˆ 


1
f
µ c − λ̂2 −
λ̂1 =
µ + δ fˆ − Ŷ
r
δ X̄

Numerical Results

The phase portrait for the problem with the political constraint can be seen in Figure
9. We have a manifold of steady states (depicted by the bold, solid line) where one can
end up depending on the initial state values. If the initial value of X0 is small, then the
constraint Ẋ = 0 remains active along the entire solution path. (In the phase portrait,
parts of the solution paths with active constraints are drawn with a dashed line, and the
gray lines show the optimal solution path if no constraint is imposed on the number of
unknown terror plots).
From (9) we see that the optimal control, i.e. the optimal number of intelligence
agents, increases with the number of known terror plots, Y , for the active constraint.
The intuition behind this is that in order to keep the number of unknown terror plots
constant, these unknown terror plots must be detected and transformed into known plots.
This can only be achieved if there is a higher flow from X to Y than if this constraint is
not taken into account. Consequently, as the number of interdiction agents corresponds
to the number of known terror plots, the total number of agents must be greater or equal
to Y and thus, f must increase in Y .
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Figure 10: Costs of terror without (a) and with constraint Ẋ ≤ 0 (b) depending on the
initial number of terror plots X0 for Y0 = 0 with a zooming in the right panel.

If starting with a low number of (known) terror plots one would assign initially only
a small number of agents to terror detection. On the other hand to keep Ẋ constant at
zero, detection measures lead to a flow from X to Y and as such Y increases until its
steady state value is reached. If Y is initially rather large, the constant inflow to Ẋ and
the resulting flow from X to Y are not strong enough to keep Y growing or constant, so
it falls until it reaches its steady state value.
If the initial number of unknown terror plots X0 is very large, the political constraint
becomes active only very close to the steady state. For some intermediate values of X0
and a low initial number of known terror plots, Y0 , the constraint is not active in the
beginning. However, after some time X becomes slightly smaller than its (unconstrained)
steady state value. As it is not allowed for X to increase again, the constraint becomes
active, and X remains constant and Y increases until it reaches its steady state level.
Figure 10 shows the costs arising through terror. On the one hand we can see the
total costs due to terror (i.e. the costs arising directly because of successful terror attacks
and the costs of employing agents to detect and interdict terror plots) if one enforces
the constraint that X must not increase (the dashed line (b)), on the other hand we
can see the losses if one does not impose the constraint (solid line (a)). Obviously, the
enforcement of the constraint leads to higher costs as terror prevention is costly.
The overall societal cost caused by terror increases with the initial number of unknown
terror plots X0 if there is no constraint (solid line). In marked contrast, if politicians
require that the number of successful terror plots must not increase, then the costs of
terror and terror prevention depend comparatively to an enormous extent on the size
of the initial threat for small initial state values and, indeed, are actually higher – not
lower. The reason for this surprising result is that if X0 is very small, then the constraint
that X never be allowed to increase becomes more restrictive. Note, however, as one
can see in Figure 10, the costs of successful terror attacks are lower when imposing the
constraint, it is the significantly higher number of agents required to keep the number of
terror attacks low which leads to the higher costs.
Enforcing the constraint that the number of successful terror attacks must not increase
can force the hiring of more agents even if that leads to higher control costs. Figure 11
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Figure 11: Optimal number of agents over time with (dashed line) and without constraint
Ẋ ≤ 0 (solid line) for Y0 = 0.

shows the optimal number agents with and without the political constraint for the initial
state values (X0 , Y0) = (5, 0) and (8, 0). If the constraint is active and one starts without
any known terror plots, one would increase f over time. The lower the initial number of
unknown terror plots the higher is the number of agents required to keep the number of
successful terror attacks low as detection is more difficult. Note, however, if X0 is very
close to the steady state value of the unconstrained case, it is initially optimal for a small
Y0 to use more agents if we do not impose the constraint as one can see in the right
panel of Figure 11. Due to the relatively high number of unknown terror plots, terror
detection is rather efficient then. Thus, in the unconstrained case, a higher application
of the control leads to a decrease of X. This sounds beneficial, so one might wonder why
not to do the same for the constrained case. The reason is, as one could see before, it is
much more costly to prevent X to increase when it is low, so – from a purely monetary
perspective – it does not pay off to decrease successful terror attacks and then have to
keep them low. However, in the long run the number of agents is slightly higher for the
case where we impose the constraint than for the case where we do not.
Note that also other types of constraints might be interesting. E.g. instead of requiring
the number of attacks never to increase, one could also consider the pure state constraint
that the number of attacks must be below a certain threshold, i.e. µX(t) ≤ χ for t ≥ τ . If
the initial number of terror attacks µX0 is above this threshold, it makes sense to let the
number of attacks decrease before imposing the constraint (otherwise there would not be
an admissible solution to this problem). Consequently, τ ≥ 0 is the time (exogenously)
given to reach the threshold χ. Alternatively, one could just require the number of terror
attacks to never to rise above its initial level. Then we impose χ = µX0 .
In both cases, if X(t) is below the threshold χ/µ, t < τ , one can afford to let the
number of terror attacks increase until it reaches the critical threshold. Once it is reached
at time t = tχ , if tχ ≥ τ one would enforce the constraint for t ≥ tχ . Of course, this
requires more efforts for a small χ than for a large one (in case of an active constraint
(t)
we have f (t) = µ(α−χ)+δχY
). If tχ < τ it might be optimal to have the number of terror
δχ
attacks increase above the critical threshold for some time. Whether such a strategy is
optimal depends on the costs of decreasing the number of unknown terror plots until time
17

τ . In case χ = µX0 we again have a continuum of steady states with active constraint.

5

Conclusion

The present paper considered how a government should optimally employ undercover
agents to fight terror. We saw that the optimal strategy depends on the initial state
values. In particular, if there are initially no terror plots, it is not necessary to do much
in the beginning as the costs of terror are not very large. As the number of terror plots
increases, it becomes optimal to increase the number of active agents. On the other
hand if there are initially many terror plots, it is optimal to assign many agents to terror
prevention first, and do less as the number of terror plots falls.
As most of our results were derived numerically, we studied how a change of parameter
values affects the long run steady state. We studied the dependency of the steady state
strategy on the interdiction rate ρ. One could say that if agents operate more and more
efficiently, the number of terror plots in the steady state becomes smaller. The change
in the steady state level of counter-terror efforts is quite interesting with respect to
changes in the terror success rate µ. First f is increasing and then decreasing rather than
exhibiting a monotonic relationship. A reason for this is that when terrorists act more
efficiently, a government must do more to reduce the damage due to successful attacks.
However, when terrorists act more efficiently, the chances of detecting a terror plot before
its execution become smaller and smaller, and thus it becomes less efficient to even try
to detect the attacks.
The basic model seeks to balance the costs of terror attacks with the cost of terror
control. So if the number of terror plots is initially very low, it is optimal to do relatively
little. Thus, pursuing the optimal policy that is optimal for an all-powerful social planner may involve “allowing” the number of terror attacks to increase. However, such a
policy is certainly not politically convenient or perhaps even feasible for a democratically
elected government that must be responsive to public opinion. Thus, we also consider
scenarios that impose the constraint that the number of successful terror attacks must
not increase. This constraint is not only of practical interest from a policy perspective,
but also mathematically interesting as one state is kept constant once the constraint becomes active. This leads to a continuum of steady states. In particular, if the initial
number of unknown terror plots is low, one would keep this number fixed, allowing only
the number of known terror plots to increase or decrease depending on its initial size.
Naturally imposing any constraint increases costs, and the impact on the objective value
is higher, the lower is the initial number of (undetected) terrorists, because then the costs
of detecting terror plots exceeds the utility of preventing terror attacks the most. What
is perhaps less obvious is that it can lead to the paradox of lower overall social costs when
the initial scale of the terrorist problem is large. However, the difference in the objective
value compared to the unconstrained solution becomes smaller as the strategy becomes
closer to the strategy when not imposing the political constraint. For a high number of
initial terror plots, the unconstrained optimal strategy would have had that the number
of terror attacks decreases in any event.
There are many possibilities for extensions. In the present paper it was assumed that
the arrival rate of terror plots is constant. However, terrorists might adapt their behavior
in response to governmental actions, and a forward thinking government should take this
behavior into consideration. Thus, it would make sense to consider a differential game
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between the government and the terrorists. In this context it would be interesting to see
how asymmetries with respect to available information affects the optimal strategies. In
particular, the government might be able to observe directly the number of known terror
plots but only have some rough idea about the total number of terror plots. Or, the
terrorists might know how many terror plots there are, but not know how many of these
plots are known to the government.
Given the very real possibility of players having imperfect information, it would be
interesting to study what happens if a government errs about the number of terror plots
or the terrorists err in their assumptions about what proportion of their plots have already
been detected.
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